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1. Preamble

The importance of data as a valuable resource for improving service delivery, empowering
individuals, prioritizing scarce resources and accountability of the governments for public
data is widely recognized and well documented. Generating good quality data and
processing to make it credible to make significant improvements in the public policy,
making data available for research and public use within the framework of Digital Personal
Data Protection Act, 2023 (DPDP Act), will lead to more effective service delivery and
innovative solutions. Despite progress in digitization, the full potential of data remains
untapped. Relevant policies and acts, including the National Data Sharing and
Accessibility Policy, 2012 (NDSAP), Aadhaar Act, 2016, Right to Information Act, 2005
(RTI), and Digital Personal Data Protection Act, 2023 (DPDP Act), provide a framework
for understanding and utilizing data effectively.

2. Need for the Policy

Effective planning for sustainable socio-economic development depends on the availability
of quality data. Data from every sector is crucial for evidence-based planning that supports
the overall development of the state, including the monitoring of developmental activities
through data-based evidence. Although user departments generate valuable data sets on a
large scale, the absence of consistent policies, technological platforms, governance
structures, and adequate skillsets hinders the efficient use and reuse of this data. Sharing of
data by departments for decision making is hindered because of lack of mechanism for inter
department data sharing. The data should be in-sync with the “Ek Bharat” policy to be
shareable across different levels of the government up and down to improve policy research
and Al based applications and research in areas such as generative Al for good policy
making and other purposes.

The Government of Maharashtra recognizes the transformative potential of data for
efficient and transparent governance. Despite increased data generation, much of it remains
in silos within individual departments, hindering data use and reuse and thereby lacking a
data-driven decision-making culture. The Maharashtra State Data Policy 2024 (MSDP)
addresses these challenges through a robust data governance framework and a dedicated
State Data Authority (SDA) responsible for monitoring and enforcement. The MSDP
provides a consistent framework to standardize collection, storage, governance and
dissemination of data in an effective and efficient manner through state-of-the-art
technologies, methods and analytics. Through this policy, the quality and access of data
will be improved while diminishing the administrative burden, redundancies and cost. This
policy facilitates research and collaboration, optimizing data use to improve service
delivery.

The policy seeks to minimize duplication of data, provide interoperability among
departments and ensure governance structures for value addition in data services. This will
enable seamless integration of datasets across departments at different levels, support
comprehensive data analytics, reduce costs and promote useful data access to the public.
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The policy will serve as a backbone to produce high quality good governance indicators®
to improve the quality of governance across the state's various districts on delivery of
public services, implementation of government schemes, transparency, and efficiency in
administration.

3. Objectives

The core objectives of MSDP are as follows:

Vi.

Vii.

viii.

To standardize data collection, management, and sharing practices to ensure efficiency,
avoid redundancies, and maintain digital data registers as the authoritative source of
information for all departments to promote data integration.

To ensure data security and data privacy — large datasets available with the Government
should also ensure the security of data through defines protocols and not breach privacy.
To assist State Government and its entities as well as local governments in informed
decision-making by improving data quality, reducing redundancies and avoiding
duplication.

To equip departments with the necessary skills and tools to manage, integrate, and use
diverse data types, streamlining processes, and enhancing the efficiency of service
delivery.

To facilitate innovation and research by making public data more accessible,
maximizing its use, and promoting the adoption of public data platforms among
stakeholders.

To leverage data sharing, interoperability, and maximized data use to reduce leakages,
enhance welfare services, and prevent duplication of data collection efforts across
departments.

To improve citizen services by way of enabling industry, startups, academia & research
entities to create public-use products and solutions through improved access to
government data.

To share data to government departments by State authorities (e.g. CIDCO, Municipal
Corporations etc.)

Use of data for public good through data triangulation and data modeling.
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X.

Obijectives in line to the Government Of India’s Digital personal data protection privacy
Act/Policy.

4. Scope and applicability of this policy

This policy will be applicable to all the data and information created, generated, collected,
archived by:

a
b.
C.
d
e

The Government of Maharashtra

local governments such as Zilla Parishad, Municipal Corporations, etc.

authorized entities / Departments / Organizations/ Authorities etc. as defined as *State’?
Private entities delivering public services that have a legal to share or provide data.
An entities where government funds fully or partially.

5. Benefits of the data policy

*

*

Maximize Data Use for Public Benefit
Promote Data Governance and Management
Build Departmental Capacities

Optimize Data Processes

Improve Service Delivery

Data Privacy

Data Security

6. Definitions

Aggregation The process of creating higher level data by combining data across

data subjects so that it does not reveal any personally identifying
information about a data subject.

Anonymization The process of transforming or converting personal data to a form in

Consent?

which a data principal cannot be identified, which meets the
standards of irreversibility specified by competent authority

(1) Specific — consent given by the Data Principal shall be free,
specific, informed, unconditional and unambiguous with a clear
affirmative action, and shall signify an agreement to the
processing of data for the specified purpose and be limited to
such personal data as is necessary for such specified purpose.

(2) General — consent given by the Data Principal/ State Data
Principal in specified cases to the data fiduciary and the same

* Defined under the Constitution of India

* DPDP Act
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Data

Data Archive

Data Catalogues

Data Custodian

Data Fiduciary

Data Generation

Data Principal

State Data Principal

Data Registry

Dataset

shall be informed and conditional/unconditional to be clearly
defined at the stage of data collection.

Representation of information, facts, concepts, opinions or
instructions in a manner suitable for communication, interpretation
or processing by human beings or by automated means. It shall also
include numerical compilations and observations, documents, facts,
maps, images, charts, tables, reports and figures, concepts in digital
and/or analog form.

A place where machine-readable data are acquired, transformed,
documented and distributed for further analysis and consumption.

Inventory of datasets including repositories available within the State
to facilitate discoverability and access.

The concerned Government department / organization / agency
responsible for capturing, storing and disposing of data.

Any person who alone or in conjunction with other person/
institution who determines the purpose and means of processing of
data.

Initial generation/collection of data or subsequent addition of data to
the same specification.

As defined in the Digital Personal Data Protection Act, 2023, means
the individual to whom the personal data relates and where such
individual is—

(7) a child, includes the parents or lawful guardian of such a child;
(if) a person with disability, includes her lawful guardian, acting on
her behalf;

Institution to whom the private data relates and for public data, it
shall be the State.

An organized system to receive, record and distribute different
datasets.

A named collection of logically related data/features including
processed data or information.
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De-identification

Geo-spatial Data

Government owned
Data

Information

Machine Readable
Format

Master Data

Metadata

Negative Data list

Non-personal Data

The process by which a data processor may remove, or mask
identifiers from personal data and other data that they collect, use,
archive, and share, or replace them with such other fictitious name
or code that is unique but does not, on its own, directly identify
personal data and other data.

All data which is geographically referenced.

Any data owned by the user department / organization / agency of
the Government and any private/other entities where government
partially/completely funds or provide any type of benefits.

Any material in any form, including records, documents, memos, e-
mails, opinions, advice, press releases, circulars, orders, logbooks.
contracts, reports, papers, samples, models, data material held in any
electronic form and information relating to any private body which
can be accessed by a public authority under any other law for the
time being in force.

A machine-readable format (e.g. csv, json, xml, etc.) is a structured
data format that computers and software applications can easily and
automatically recognize, read and process.

The data which has clear ownership and doesn’t change frequently
and describes the core entities of the state/organization. Master data
includes a consistent and uniform set of identifiers and attributes. For
example, districts in Maharashtra, departments in the government,
etc.

The information that describes the data source and the time, place,
and conditions under which the data were created. Metadata informs
the user of who, when, what, where, why, and how data were
generated. Metadata allows the data to be traced to a known origin
and known quality.

The data declared by departments/ organizations/ agencies which
cannot be shared inclusive at personal/biometric data as per DPDP
act of Government Of India.

Anonymous information/data, namely information which does not
relate to an identified or identifiable natural person, or personal data
rendered anonymous in such a manner that the data subject is not or
no longer identifiable.
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Non-Shareable Data All datasets which are outside the purview of shareable data.

Open Data

Personal Data

Platform

Restricted Data

Sensitive Data

Shareable Data

Standards

User Department

A dataset is said to be open if anyone is free to use, reuse, and
redistribute it. It shall be machine readable and easily accessible.

Any data about an individual who is identifiable by or in relation to
such data.

A hardware / software-based solution that facilitates contribution,
access and maintenance of the datasets.

Data which is accessible only through a prescribed process of
registration and authorization by respective departments /
organizations.

Data defined as sensitive data by any State/ Central law or regulation,
such as Digital Personal Data Protection Act 2023, Aadhar Act or any
limitations defined at state/ central government.

All data which can be shared with Citizens under the Right to
Information Act, 2005.

Any application(s) that embed data handling functions (e.g. data
collection, management, transfer, integration, publication, etc.) and
operate on data in a manner that complies with data format and data
syntax specifications produced and maintained by open standards
bodies.

Stakeholder entities using public funds i.e. various Departments
/Sub-ordinate offices/ Organizations/ Agencies/ Semi-Government
organizations/Institutions / Undertakings / Local bodies of
Government of Maharashtra.

7. Data Governance Framework

7.1. Data Custodianship and Ownership

Personal Data: The ownership of personal data shall reside with the Data Principal(s),

while the Data Fiduciary, which is the department, organization, or agency that has
primarily generated the data directly or indirectly, shall be responsible for its
management. Incases, where data has been primarily generated for multiple agencies,
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7.2.

the department / agency / institution responsible for execution and/or coordination of
the project shall be the primary Data Fiduciary of the data being generated.

Non-Personal Data: Non-Personal Data shall reside with the Department /
Organization / Agency which has primarily generated data directly or indirectly which
will act as a data fiduciary. Incases, where data has been primarily generated for
multiple agencies, the Department / Organization / Agency responsible for execution
and/or coordination of the project shall be the custodian of the data being generated.
Data fiduciary is the department that requires the usage of the concerned data. All
departments / organizations / agencies should ensure access to this data as per the Right
to Information Act 2005. It shall be a constant endeavor of every department / agency
/ institution to make available as much information suo motu to the public through
their websites, and data catalogues.

For all data and information created / generated / collected / archived, it shall be the
responsibility of the respective Data Fiduciary / Data Custodian to ensure that all
relevant stakeholders at every stage of Data Lifecycle are sensitized to relevant data
policies.

The data available / being generated in various departments shall be preserved and the
said data shall be considered as the only statutory source.

Data Collection

Data collection, irrespective of the primary data acquisition mechanisms, shall be
digitized and compliant with prevailing data privacy and security legislations and rules
thereof.

i.  Data collection shall be efficient to eliminate duplication, redundancies, and
leakages in service delivery.
ii.  Data collection shall be integrated with service delivery.
iii.  Input constraints and automatic data checks shall be used to standardize data
entry quality.
iv.  Personal Data shall only be collected in accordance with DPDP, and for a
lawful purpose —
a. For which the Data principal has given consent and,
b. For certain legitimate use and public good.

C. Should be masked with a unique number.

v. Data collected automatically through various digital schemes and Direct
Benefit Transfer (DBT) schemes (PM Kisan, scholarships, PM Awas, etc.)
should become accessible to the SDA.

vi.  Efforts shall be made to avoid collection of physical survey data by field
service functionaries with substantive responsibilities like Auxiliary Nurse
and Midwife (ANM), School teachers, particularly where digital footprint of
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7.3.

7.4.

7.5.

7.6.

such data can be gathered from various online schemes involving DBT
schemes/ portals for online payment.

Data Quality

High quality of data shall help ensure improved usability and data-driven decision
making by the Government as well as any other external users of the data. Therefore,
every department should keep in mind that for each dataset and its catalog, metadata
should be prepared and contributed to predefined format for the Catalogues and
Resources (Datasets).

Collaborations for independent data audits for datasets will take place as per standards,
guidelines/ protocols where data is generated from the information entered into the
system shall be done by the departments who own the information being entered.

Data Sharing and Interoperability

Data collected, generated and/or processed by one department may be required to
improve service delivery and governance in another department. The data structures,
infrastructure and systems shall be designed and built to enable streamlined
interoperability and access to any dataset owned by one department/ agency to another
department/agency. Metadata repositories shall be built, published, and updated as per
agreed protocols and procedure.

Data Classification and Access

All government departments must prepare a comprehensive list of all data they hold,
including a list of negative data, subject to approval and periodic review by the SDA.
Data Processing shall be done in such a way that it allows usability of data. Whenever
data is processed for public use, it shall be anonymized / de-identified. In all cases
where the Data Principal is the State, specific consent or general consent shall apply.
In all other cases, specific consent shall apply.

Service charges to cover the processing cost shall only be allowed for value added data
services, and guidelines for the same shall be provided by SDA in consultation with
Data Custodian.

Annexure I outline the indicative format of data classification including access type,
and permission authority, tailored according to the sensitivity of the dataset.

Data Security and Protection

All departments, organizations and agencies are required to adhere to the data security
and protection standards as outlined in the DPDP Act concerning personal data.
Additionally, they must comply with any security and protection guidelines for non-
personal data as issued by the Central or State Government from time to time. Available
data should be made available to all government departments, but personal/ biometric

11
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data prescribed under the DPDP Act of the Central Government should not be shared
to non-concerned agencies.

7.7. Data Continuity and Retention

The Data Retention Period shall be defined as per the prevailing law including
Maharashtra Public Records Act, 2005 and rules thereunder. Each department /
organization / agency shall ensure compliance to the data retention period for their
specific datasets. Each department / organization / agency shall define its Data
Retention Period for all Data in the indicative format shown in Annexure II.

7.8. Data Storage

All departments / organizations / agencies shall conduct assessment of the existing data
storage infrastructure used by various applications. They shall ensure that data is stored
at Maharashtra State Data Centre, NIC, and State approved Cloud Service Providers.
However, silos in Data Centre may be avoided. Departments must seek permission from
the SDA before establishing standalone data centers. Approval should only be granted
if justified by security and national interest, ensuring compliance with relevant data
management and security protocols as per the prevailing policies of the Centre and State
Government. Sensitive and restricted data should primarily be stored in state data center
of the government and the capacity of the state data center should also be enhanced in
view of the increasing requirements of data centers/ data lakes. This shall be also useful
in developing Al based systems for the State of Maharashtra.

All departments / organizations / agencies may establish a data backup and disaster
recovery plan for its applications to ensure business continuity.

7.9. Data Privacy

i.  All departments / organizations / agencies shall ensure compliance with the DPDP
Act.

ii.  All departments / organizations / agencies shall de-identify or anonymize personal
data while using it for business processes unless and until the data is required as-
is for the process to be completed.

iii.  All departments / organizations / agencies shall also ensure that the agencies,
consultants, advisors or other persons appointed or engaged for performing any
function of the departments / organizations / agencies, who may have access to
Personal data shall have valid contract/ Non-Disclosure Agreement (NDA) and
have in place appropriate technical and organizational security measures for
compliance to provisions of Digital Personal Data Protection Act 2023.

12




Misc-3224/Pr.Kr.109/Desk-1417

7.10. Creation and maintenance of Registries

Database available with the state shall be maintained in the form of digital data
registers* which shall be maintained by the department and the SDA. Digital Data
Registers are centralized, authoritative databases or catalogues maintained by
government departments or organizations. They serve as the official and accurate source
of information, ensuring that all data is consistently up-to-date, standardized, and
accessible across various departments. These registers are crucial for data management,
as they provide a single source of truth, reducing discrepancies, redundancies, and
errors in data usage. By maintaining digital data registers, departments can ensure data
integrity, improve decision-making, and enhance the efficiency of service delivery.
Specific department may be responsible to create and maintain a data repository related
to the type of entity and all other departments shall take this repository as the single
source of truth for the type of entity for all transactional and service delivery purposes.
The concerned department shall ensure that this database is kept updated.

7.11 Eftective fields
The data shall be effective mainly in three sectors
1) District administrative strengthening shall be done through strategic planning
2) Old data of the state government shall be gathered through old gazettes.
3) The Gross Domestic Income of the State shall be calculated using actual data.

7.12 Data Catalogue

SDA along with the different departments shall be responsible for building and
maintaining a state data catalogue which facilitates discoverability and access to public
data through a single point of entry and access to all data. State Data Governance
Architecture: Implementation and administrative arrangements.

8 Examples of digital data registers include registers on employees, beneficiaries, enterprises etc.
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8. State Data Governance Architecture : Implementation and administrative arrangements

State Data Governance Architecture
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8.1 State Data Authority

Government of Maharashtra, through government order shall establish State Data
Authority (SDA), under the administrative control of Planning Department of
Government of Maharashtra and advisory collaboration with MITRA for the purpose
of facilitating implementation; and to ensure compliance of the Maharashtra State Data
Policy. The SDA shall draft rules needed to ensure adequate implementation of the
MSDP, operational clarifications, guidelines and advisories, and code of practices for
nuanced interpretations of the Policy; to promote and incentivize good data practices;
and recommend amendments to the Policy for government approval, as and when such
unavoidable need arises.

The SDA shall be a controller and facilitator of data/ information generated by the entire
State. The SDA led by Director, IT shall prepare, facilitate the implementation and
enforce guidelines and standards as part of the MSDP. The SDA shall prepare
comprehensive guidelines and standards to oversee the complete data lifecycle,
including data protection. Additionally, they will be entrusted with the responsibility of
overseeing Data Officers at both the Department and District levels, ensuring that the
stipulated guidelines are effectively followed and enforced. The tentative roles and
responsibilities of the SDA are elaborated in Annexure III.

The CDO's responsibilities shall encompass ensuring data strategy and governance,
data management and quality, data analytics and insights, data innovation and
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technology, and monitoring and evaluation. A detailed description of the roles and
responsibilities of the CDO is provided in Annexure IV.

8.1.1 State Data Authority Structure

Director, IT

)

Chief Data Officer

Joint Secretary, Coordination

Required positions should be under new IT cadre to be

formed

Each position will be supported by a competent team of

v

District Level (Resident Deputy Collector) / IT Cadre Staff

Each District level will be supported by a team comprising

District Data Expert and M&E Expert

Data Units at Department level will be established and Joint Secretary/Deputy Secretary
of concerned departments will be custodian of data at department level. Chief Data
Officer will be custodian of data for the state. What data should be sharable for the
public will be decided by Chief Data Officer in consultation with governing committee
and / or concerned department.

15
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8.2 Governing Committee

The Governing Committee (GC) shall operate as an apex body and shall be responsible
for the policy and government level decisions. The Governing Committee shall have
the following members:

Sr. Composition Designation
1. | Chief Secretary, Government of Maharashtra Chairperson
) CEO Mabharashtra Institution for Transformation
" | (MITRA) Members
3. | ACS/ PS/ Secretary (Planning) Members
4. | ACS/ PS/ Secretary (Finance) Members
5. | ACS/PS/ Secretary (GAD - IT) Members
6. | ACS/PS/ Secretary (Law and Judiciary) Members
7. | Chief Data Officer (CDO) Member-Secretary

The primary roles and responsibilities of the Governing Committee shall be as follows:

The GC will convene six monthly to assess compliance and implementation of
the MSDP.
It shall set the strategic direction and make key decisions on issues such as data
accessibility, data classification, and data security.
It shall review and approve processes for the collection, access, management,
sharing, and effective utilization of data as proposed by the SDA.

It shall periodically monitor the activities of the SDA and address any
challenges or concerns related to policy implementation, data accessibility, and
data sharing.

8.3 State Data Steering Committee (SDSC)

The SDSC shall serve as an executive body to the SDA. It shall provide technical
advice and support the implementation of the MSDP and guidelines. The SDSC shall
comprise of the following members:

Sr.No. COMPOSITION Designation

1 ACS/PS/Secretary - Planning Chairman

2 ACS/PS/Secretary — Finance Member

3 ACS/PS/Secretary — Information Technology Member

4 ACS/PS/Secretary — of User Departments, on need basis Invitee Member

5 Joint CEO Mabharashtra Institution for Transformation Member
(MITRA)

6 Director (Directorate of Economics and Statistics)

7 Director, MRSAC Permanent Members

8 Director (Information Technology)
H f D istics) from leadi i i

9 ead o . epartment (Statistics) from leading university Invitee Member

10 Economists from Corporate Sector

11 Chief Data Officer Member Secretary

16
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The composition of the Committee may be reviewed and revised as and when needed.
The chief executive officer (MITRA) may attained the weekly meetings state steering
Committee.

The role of SDSC will be to coordinate and monitor the implementation of this policy
through close collaboration with all state government departments and agencies.

The SDSC shall be responsible to:

e Advise various departments with regards to the use of data and information in the
developmental planning of the State.

e Notify what constitutes as master data which shall be standardized across all the
departments. Approve and enforce any additions or changes to be made in the
master data, such as the creation of new districts or change in nomenclature of
districts, for all the departments.

e Monitor future policies/ guidelines regarding classification and use of data and
information in the planning process, disaster mitigation and scientific research of
the State.

e Promote and facilitate the sharing of data and information among various State
Government Departments & other users and sustainable use of geospatial
databases.

e Review and monitor the implementation of Maharashtra State data Policy and
accessibility practices every quarter.

8.4 Data Units

Data units will be set up at department and district level for implementation of the
policy as directed by SDSC and the Governing Committee. A detailed description of
the roles and responsibilities of the Data Units is provided in Annexure V.

9 Policy Implementation Support, Enforcement and Compliance Monitoring

Detailed Operational Guidelines will be published by the SDA and continuously updated
with approval from the Governing Committee. The SDA through technical committees and
working groups will provide support and adequate trainings to all departments to deliver
on the policy objectives. All departments / organizations / agencies covered under this
policy shall ensure that the provisions of the MSDP are fully implemented within the
necessary time. Rules of enforcement and guidelines for incidents management, grievance
redressal mechanism, etc. shall be issued by the SDA. The SDA will conduct policy
compliance monitoring every six months which will be submitted to the governing
committee for considered review and necessary guidance.

10 Budget Provision

Budgetary provisions shall be made by the Planning Department, Government of
Mabharashtra. Budget head will be created separately for SDA.

17
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Annexure I — Data Classification and Access
The table below outlines the indicative data classification®

132' Categories | Accessibility Description
Open Access Data: Aggregated/analyzed information
and publications which will be shared free of cost
All data which | "t People:
1 Shareable can be shared Registered/ restricted data: Primary unit level data
under RTI Act, . .
2005 (anonymized) collected by custodian through surveys
/ census, and item level data collected from secondary
sources. Such data can be accessed by registration

All data which are outside the purview of sharable data (containing

) Non- information which may compromise national security and/or those
shareable | containing identification particulars of individual informants/
establishments)

The table below gives access type and permission authority based on the sensitivity of the
data set (indicative list)

Sr. | Purpose of Data | Data Access Permission
No | Sharing Requestor Nature of Data Set Authority
Perso | Non- Anonymi | Aggregated
-nal Person | -zed
Data | al but
Sensiti
ve Data
1 Public Good Anybody N N Y Y Open Automated
2 Policy Making/ | Government | N N Y Y Open Respective
Monitoring Department. Departmen
Agency/ t
Institution
3 Policy Making/ | Government | Y Y N N With CDO
Monitoring Department. permission
Agency/
Institution
4 Policy Academia/ N N Y Y With CDO
Research/ Research permission
Education Agencies
5 Value  Added | Private N N Y Y With CDO
Services Sector/ permission
NGOs

Y Guidelines for Data Dissemination (in accordance with NDSAP, 2093) MoSP!I
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Annexure II — Data Retention

Each department / organization / agency shall define its Data Retention Period for all Data in
the following indicative format.

Sr. No.

Data Type

In System*

Archival

Total Retention
(Including Archival)

*In — system means retention in same application / location that served for original active use

(i.e., not Archive)

19
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Annexure III — Roles and responsibilities of SDA

The roles and responsibilities of the SDA shall be as follows:

Vi.

Vii.

viii.

It shall set up the Data Units in the administrative departments and their field offices
and District level offices.

The SDA shall ensure collection, interpretation and recording of data in accordance
with data policy standards.

It shall lead cross-department analytics initiatives for enhanced performance by
departments and improved delivery of public service and benefits to citizens.

It shall coordinate and align with policies, protocols at State and Centre level with
respect to open data standards.

It shall define and implement policies and procedures for the day-to-day operational
and administrative management of data — including the intake, storage, processing and
transmission off the data.

It shall establish data-quality metrics and requirements including defining the values,
ranges and parameters that are acceptable for each element.

The SDA shall develop and maintain the open data access platform and develop the
framework for all departments.

It shall guide technically to concern departments along with their field offices and
district level data units in generating, processing and maintaining validated data.

It shall ensure citizen engagement creating awareness regarding data sharing,

transparency and trust.

Detailed Roles and Responsibilities

Sr.No.|Designation Roles and Responsibilities Additional Support
1 Chief Data Officer Overarching leadership and strategic direction |-
for data management and analytics initiatives.
2 Joint Secretary, Coordination Coordination across divisions, ensuring -
alignment of data activities and priorities.
3 [Director, Policies and Guidance Develops policies, notes, data flows, 4 YPs, 2 Data
documentation, and training programs. Scientists
4 Director, Standards Establishes standards for data, metadata, 4 YPs, 2 Data
rivacy, and APIs. Scientists
S Director, Data Security Ensures robust data security measures and 4 YPs, 2 Data
frameworks are in place. Scientists
6 Director, Data Management Handles data quality, curation, technology 4 YPs, 2 Data
management, application, and tool testing. Scientists, 1 IT
Expert
7 Director, Data Analytics [Focuses on advanced analytics, insights, and 4 YPs, 2 Data
visualization to support decision-making. Scientists
8 Director, Communications and User [Engages proactively with users, gathers 4 YPs, 2 Data
Engagement feedback, and ensures active communication  [Scientists
and outreach.
9 Divisional Level (Addnl. Comm Acts as the enforcing authority for data -
Revenue Revenue) management policies and practices at the
divisional level.
10 District Level (Resident Deputy Enforcing authority supported by district-level [District Data Expert,
Collector) experts to implement data practices and M&E Expert
imonitoring & evaluation (M&E).

Serial no. 3 to 8 to be carried under IT Cadre of the State.
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Annexure IV - Roles and responsibilities of CDO

The CDO shall be responsible for the following:

1. Data Strategy and Governance

Develop and implement a data strategy aligned with the government’s goals and
objectives.

Establish data governance frameworks, policies, and standards to ensure data quality,
integrity, and security.

Define and enforce data management best practices.

Develop, implement, and educate staff on quantitative and qualitative data quality
measures and support monitoring and reporting efforts.

Data Management and quality

Develop and steward adoption and subsequently oversee implementation of a state-
wide data policy setting out the principles and procedures governing data acquisition,
collection, storage, processing, sharing, analysis and use in the state government.
Oversee data integration, transformation, and quality control processes.

Ensure data compliance with relevant laws and regulations.

Implement measures to maintain data integrity and reliability.

Oversee the development and maintenance of a comprehensive data inventory for all
datasets that the Government of Maharashtra acquires, manages and uses.

Oversee master data and metadata management, data management, business glossary
development, and development of other enterprise-wide artifacts that enable effective
use of data.

3. Data Analytics and Insights

Drive data analytics initiatives to extract valuable insights and support data-driven
decision-making.

Collaborate with stakeholders to identify key performance indicators (KPIs) and
develop dashboards and reports for monitoring and reporting.

Data Privacy and Security

Ensure compliance with data protection laws and other data regulations issued at the
federal and state level.

Collaborate with the officials responsible for data privacy and any state specific
protocols necessary for the implementation of data security and protection.

Coordinate and ensure data breaches or security incidents are addressed in a timely
manner.

5. Data Innovation and Technology

Explore emerging data technologies and tools to enhance data capabilities.

Lead data-related innovation projects and pilot programs. With relevant departments,
identify transformative data projects with significant potential to improve efficiency
and productivity and/or provide new insights into the performance of government
policies including District Strategic Plans.

Coordinate with the Chief Information officer to maintain technology blueprint of
digital and data solutions necessary for delivery of high-quality data.
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6. Stakeholder Collaboration
e (ollaborate with various departments and business units to understand their data needs
and align data initiatives with organizational objectives.
e Educate and promote data awareness, data protection and security and literacy within
the organization.
e Create user groups to capture and align data use with user demand.

7. Monitoring and Evaluation
e Develop, implement, and educate staff on data usage of Key Performance Indicators
(KPIs) to understand and improve data as a key input to improve decision making.
e C(Create and institute a systematic and continuous enterprise-wide assessment process to
ensure data collection and data storage practices align with applicable data sharing
policies and open data best practices.

8. Team Leadership

e Build and manage a high-performing data team. Establish a diverse team of data
practitioners to produce a culture of data sharing and repurposing, including data
scientists and subject area (functional) data governance officers.

e Foster a culture of data use, excellence and collaboration within the team.

e Establish a behavior of governing and managing datasets using repeatable processes
and standardized frameworks.

e With relevant departments, provide input and recommendations on data dissemination
and distribution platforms and architecture, and licensing for data-related systems and
tools.
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Annexure V — Roles and Responsibilities of Data Units

District Data Officer shall be the Deputy Director, District Statistical Office appointed by the
Directorate of Economics and Statistics, Government of Maharashtra. The District Data Officer
shall manage and oversee the district's data-related activities, data classification, compliance
with the MSDP and provide training to district and field-level officers.

Data Scientist shall be appointed by the SDA in accordance with the qualification laid down
by the CDO. The Data Scientist shall be responsible for identifying open access datasets along
with their metadata to facilitate easy sharing and interoperability.

The roles and responsibilities of the Data Units shall be as follows:

I. It shall implement data policies and standards as directed by the SDA.

ii. It shall ensure the accuracy, completeness, and reliability of data within their respective
departments.

iii.  Itshall provide support and training to departmental staff on data management practices
and tools.

iv. It shall ensure that data processing activities comply with relevant laws and regulations,
including data protection and privacy standards.

v. It shall work closely with other departments to understand their data needs and provide
analytical support. data analysis to extract insights and support evidence-based

decision-making.

Note: The SDA shall issue additional or detailed guidelines on responsibilities as needed.
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